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THE CONCEPT OF FORMING A RISK MANAGEMENT SYSTEM IN THE
INNOVATIVE ACTIVITY OF A LOGISTICS AND TRANSPORT ENTERPRISE

The article considers the risk management system with indication of the key subsystems: a management entity, which
includes a special group of people who carry out purposeful functioning of the management object using various methods and
techniques of influence management; a management object, which includes risk, risky investments of capital and economic
relations between entities in the course of entrepreneurial activity; a management process, which consists in the process of
influence of the entity on the management object and can be carried out provided that certain information is circulated between the
management and the management. The author also identifies certain functions performed by the above risk management
subsystems. A number of tasks of risk management of a logistics and transport enterprise have been identified. Risk management
should facilitate the implementation of measures aimed at achieving key performance indicators and improving the efficiency of the
logistics and transport enterprise’s processes. It is noted that the functioning of any enterprise, in particular, a logistics and
transport enterprise, depends on the built-up internal control system (ICS). To build an ICS of a logistics and transport enterprise, it
/s proposed to choose a model of three lines of protection. The traditional model of the three lines of defence involves the following
division of functions: the first line includes operational management and is responsible for assessing, controlling and mitigating risks
through effective internal controls; the second line provides risk management, identifies target risks, reports to senior management
and monitors compliance; and the third line, which represents risk-based internal audit, reviews the implementation of risk
management in the previous two lines and reports to senior management and the board on the effectiveness of risk assessment
and management in the organisation. According to the adapted model, the first line includes business owners, shareholders,
participants and senior management, who are empowered to make key decisions on approving and managing corporate strategy,
including risk management strategy. They approve and direct the internal control system. It is noted that certain risks associated
with innovation activities can be insured, such risks include: direct property losses associated with transportation, equijpment
operation, and supply of materials; indirect losses caused by dismantling and moving damaged property, risks subject to
compulsory insurance (against industrial accidents, diseases, property damage, and vehicle theft).

Keywords: risks, risk management, strategy, risk management strategy, logistics and transport enterprises, transport,
logistics, system, risk management system, innovation, innovation activity.

TBOPOHOBUY Bixkropis

JleprxaBHWii yHiBEpCHTET iHPPACTPYKTYPH Ta TEXHOJIOTi

BOXUJAM Ipuna

JleprxaBHMIA 610TEXHOJIOTIYHUIT YHIBEPCHTET

YCTUIOBCBKA Amnacracis, KAIIITAH Bacuis

JlepxaBHuUil yHIBEpCUTET iHYPACTPYKTYPH Ta TEXHOJOTIN

KOHOENIIA ®OPMYBAHHA CUCTEMMU YIIPABJIIHHA PU3UKAMU B
THHOBAIIHHINA JIAJTBHOCTI JOTICTUYHO-TPAHCIIOPTHOI'O
NI ANPUEMCTBA

Y cTarTi po3rsigaHyTO CUCTEMY YrPaB/IHHS pU3MKamu, YO PO3IJISAAETLCS Ha pIBHI MACUCTEM. [MACUCTEME <«CyO EKT
YrpaB/IiHHS»  EPEAOAYAE HASIBHICTL EBHOI rpynu 0cib, o, 3 3aCTOCYBaHHSAM CrIOCOOIB, METOZIB Ta MpMioMiB peasisye
QyHKUIOHYBaHHS OO'€KTY, rigcucTtema <«OOEKT  yrpas/liHHS» MICTUTL — PU3NKY, PU3NKOBAHI  BKIGAEHHS  (IHBecTuuii) i
30BHILLIHBOEKOHOMIYHY AIS/IbHICTE TTIAMPUEMCTBA, MIGCUCTEMA <IPOLEC YrPaB/IHHS» EPEA6AYac BrIMB CYO'EKTa yripaB/liHHS HA
OOEKT yripaBsliHHA 3 ypaxyBaHHIM repeqaydi IHpopmayii Big KepoBaHoOi 4O KEPIBHOI cucTemy, i HaBraku. BU3Ha4YeHO HU3KY 3aBAaHb
YIPaB/IHHS  PU3MKaMU  JIOTICTUYHO-TPAHCIIOPTHOMO  MIAMNPUEMCTBE.  BKAa3aHo, LYo YrpaB/liHHS PU3MKaMU MEE poOTEryBatu
3arpOBaKEHHIO 3aX04IB, YO CrIPSIMOBAHI Ha 3400YTOK OCHOBHMX [TOKA3HUKIB AiS/IbHOCTI Ta M4BULUEHHST €QEeKTUBHOCTI poLeciB
JIOrICTUYHO-TPAHCIIOPTHOrO  MI4MPUEMCTBA. 3a3HAYEHO, O @YHKLIOHYBAHHS OyAb-SKOro IMigrnpueMCTBa, 30KPEMa J10MiCTUYHO-
TPaHCIIOPTHOIO, 3a/IEXUTL Bifl HaNarofXKeHoi cucrtemu BHYTPILWHLOro KoHTpomo (CBK). Ana rno6ygosn CBK soricTm4HO-
TPAHCIIOPTHOIO MIAMPUEMCTBA TPOMOHYETLCS MOAEL 3 TPLOMA JliHiaMU 3axucTy. IcHyroqa (Tpaanuivina) Moaess po3noginge @yHKUIi
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HACTYIMHUM YUHOM. EPLUE JIiHIS NEPELOAYAE OnepaLiviHmi KOHTDO/b, OLIHIOE, KOHTDO/IIOE Ta 34aTHA 3a30E31EYUTU IHIKEHHS
PU3BNKIB; APYra JIiHIS BIAMOBIAAE 3a yrIPaB/IiHHS PUNKaMM, 34aTHa BUIHAYaTy LifIbOBI PU3NKH, BUKOHYE @yHKLUIT 3i 3BITYBaHHS nepes
KEDIBHULITBOM, @ TAKOX 34IMICHIOE MOHITOPUHI™ BIAMOBIAHOCTI; TPETS JIiHIS OCHOBAHa Ha PU3NKaX OPIEHTOBaHNX HA BHYTPILLHIV ayAuT,
KOHTPOJIIOE 3AWICHEHHS PUNK-MEHEKMEHTY HA EPLUMX ABOX JIIHISX Ta 3BITYE KEPIBHULTBY PO YIIPABJIIHHS DUNKaMN Ta
EQEKTUBHICTB iX OLIIHKM B OpraHi3auii, AJarToBaHa MOAESb, L0 TaKOX CKIGAAETHCS 3 TPbOX JIiHiV, BIAPIBHIETLCA Bif TPAANLIHON
TUM, 1O B NEPLUIN JIHIT MPEACTAB/IEHO aKLJIOHEPH, BUILE KEPIBHULITBO Ta BJIACHUKM IGMPUEMCTBE, SKI MPMUMArOTbCS MOCIIOAapChbKi
7a YNpaB/IHCbKI PILIEHHS], 30KpeMa i LOAO YIIpaB/IiHHS pUsukamu, 3a3HAYEHO, IO [1EBHI PU3MKY, TMOBA3aHI 3 [HHOBALIINHOK
JISTIBHICTIO, MOXYTb 6y T 3aCTPaxoBaHi, O TaKUX PUNKIB HA/IEXATb. PAMI MaKHOBI 36UTKY, 10B'S3aHI 3 NEPEBEIEHHSMY, POBOTO0
067184HaKHHS], OCTABKOK MAaTepiania; HENPSMI 36UTKY, CIIPUYUHEH] AEMOHTAXEM [ NEDEMILYEHHSM MOLLIKOKEHOrO MaviHa, pU3NKy,
WO MigISraoTs 000B'S3KOBOMY CTPAaXyBaHHIO (B HELACHNUX BUMNEAKIB HA BUPOOHULTBI, Bl 3aXBOPIOBAHb, Bifl MOLIKOMKEHHS
MaviHa, Bifj BUKpaAaHHS TPaHCIOPTHUX 3aC06iB).

KIIt040Bi  C/I0Ba: pU3NKY, PUINK-MEHEDKMEHT, CTPATerisi, CTPaTerid yrpas/liHHA pU3nKamy, J1I0riCTUYHO-TPaHCIIOPTHI
TANMPUEMCTBA, TPAHCIIOPT, JIOrICTUKE, CUCTEMAE, CUCTEMA YITPABIIIHHS PU3NKaMU, IHHOBAL, IHHOBALIIVIHE iS/IbHICTb.

FORMULATION OF THE PROBLEM IN GENERAL TERMS AND ITS CONNECTION WITH
IMPORTANT SCIENTIFIC OR PRACTICAL TASKS
The proper effective functioning of enterprises is impossible without a properly built internal control
system. Currently, there is no clearly established model for logistics and transport enterprises, which provokes the
introduction and promotion of a model for transforming the internal control system by three lines of defence based
on the implementation of a risk management mechanism.

ANALYSIS OF RESEARCH AND PUBLICATIONS
A number of works by domestic scholars are devoted to the issues of risk management at logistics and
transport enterprises, including: Borovyk M.V. [1], Prykaziuk N.V., Medryk D.E. [3], Herasymenko O. [7],
Tarashevskiy M.M. [8], Eforeenko L.V. [9], Volynec I.H. [10].

FORMULATION OF THE OBJECTIVES OF THE ARTICLE
The article is aimed at studying the main components of the risk management system. The article proposes
to build a system of internal control of a logistics and transport enterprise by adapting the model of three lines of
protection.

PRESENTATION OF THE MAIN MATERIAL

Due to the objective existence of risk, there was a need to create a mechanism that allows taking this factor
into account when making and implementing business decisions. Such a mechanism is risk management, which
includes a set of methods, techniques and measures that to some extent help to predict risk events and take measures
to prevent or reduce the negative consequences of their occurrence.

The process of risk management includes: risk forecasting; assessment of their possible scope and
consequences; development and implementation of measures to prevent or reduce risk-related losses [1].

According to the modern concept of risk management, risk management can be viewed as a system or a
process. As a system, it contains subsystems (Fig. 1).

Risk management system

Management entity Object of management
A special group of people that carries Risk, risky capital investments and
out the purposeful functioning of the economic relations between entities in
object of management, using various the course of entrepreneurial activity
methods and techniques of influence
management
- ~

Management process
is the process of the subject's influence on the object of management
and can be carried out provided that certain information circulates
between the management and managed subsystems

Fig. 1. Risk management subsystems
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The management process always involves obtaining, transferring, processing and using information. In this
case, the key role is played by obtaining reliable and sufficient information that meets specific conditions, as it
allows an entrepreneur to make decisions on actions in risky situations.

Both the object and the subject of the business risk management system perform certain functions
(Table 1).

Table 1
Functions of the risk management subsystem

Subsystem Features

Management system object Organisation:

1) resolution of issues

2) works to reduce the degree of risk

1) 3)the risk insurance process; economic relations and connections between business entities

Subject of the management 1) Forecasting (development of prospective changes in the financial and economic condition of the object and its
system parts);

2) organisation (uniting people involved in risk management on the basis of certain rules and procedures: creation
of governing bodies, building the structure of the management apparatus, development of rules and regulations);
3) regulation (influence on the object of management, which helps to achieve a situation of stability of this object
in case of deviations from the set parameters);

4) control (checking the organisation of work on risk management);

5) coordination (coherence of all parts of the risk management system);

6) incentives (encouragement of specialists to be interested in risk management).

For logistics and transport enterprises, risks are inherent in their business activities, transportation and
transport services, and they require mandatory consideration and assessment when planning financial results. The
main prerequisites for establishing an effective risk management system at transport companies are set out in
international standards, in particular: FERMA [2], COSO ERM 2017 i 2018 [3], ISO 31000:2018 [4], ISO
9000:2015 [5], 1SO 26500:2012, ISO 22301, 1SO Guide 73:2009 [6], AS/NZS 4360:2004 [7].

Risk management should take into account possible synergies arising from the interaction of internal and
external risks, as well as between elements of different risk groups.

The specifics of risk management at logistics and transport enterprises are determined by the nature of their
activities and increased responsibility for risk situations. This requires a clear definition of goals, objectives,
principles and methods of risk management in the transport sector.

The purpose of risk management in the transport industry is to ensure that the company is prepared for
possible unfavourable situations and to achieve its goals. To do this, it is necessary to fulfil the tasks shown in
Fig. 2.

Fig. 2. Tasks of risk management of a logistics and transport enterprise

Risk management should facilitate the implementation of measures (Fig. 3) aimed at achieving key
performance indicators and improving the efficiency of the logistics and transport enterprise's processes [8].
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Fig. 3. Measures to ensure that performance and efficiency indicators are met

Risk management is closely related to control functions. The concept of control’ has evolved from a control
tool to internal control as a process, and then to an internal control system (ICS) [9].

The functioning of an enterprise directly depends on the effectiveness of the ICS. This system should fully
meet the requirements of the enterprise, including its type, scale, specifics of business activities, composition of
available resources, organisational structure, as well as mission and goals. A well-implemented ICS allows an
organisation to achieve its goals and perform tasks aimed at achieving its mission. An effective ICS is an important
tool for risk management. It helps an enterprise to achieve its goals and objectives by identifying and eliminating
threats at all levels, both when implementing new processes and executing existing ones. This is critical for an
objective assessment of the existing potential, development indicators and performance of the enterprise.

Integration of risk management of logistics and transport enterprises into ICS and corporate governance
will ensure a sustainable and cyclic risk management process that will allow implementing all necessary measures to
ensure the safety of health and life of people, preservation of property, achievement of key performance indicators,
maintaining operational flexibility and promoting commercial initiatives.

The absence of ICS in an organisation leads to simplification of control and its transformation into self-
control and observation. As a result, the organisation faces numerous uncovered residual risks, which, in turn,
inevitably leads to the loss of part of the assets.

To build the ICS of a logistics and transport enterprise, it is proposed to choose a model of three lines of
protection.

The traditional model of the three lines of defence involves the following division of functions: the first line
includes operational management and is responsible for assessing, controlling and mitigating risks through effective
internal controls; the second line provides risk management, identifies target risks, reports to senior management
and monitors compliance; and the third line, which represents risk-based internal audit, reviews the implementation
of risk management in the previous two lines and reports to senior management and the board on the effectiveness
of risk assessment and management in the organization.

The traditional model can be adapted for logistics and transport enterprises in the process of risk
management by focusing on planning roles instead of specific positions in the formation of the organisational
structure; focusing on achieving added value, not just compliance with best practices in process implementation; and
avoiding conflicts of interest, not just applying common practices (Fig. 4) [8].

According to the adapted model, the first line includes business owners, shareholders, participants and
senior management, who are empowered to make key decisions on approving and managing corporate strategy,
including risk management strategy. They approve and direct the internal control system.

The second line of defence includes process owners and experts who design and manage the internal
control system in their designated areas of responsibility. The third line of defence is responsible for testing and
coordinating the ICS with the help of independent experts who evaluate the effectiveness of other specialists. In this
case, internal audit plays an additional role in coordinating risk management and establishing ICS between the
second and third lines.

Within the second line, a single management function may cover several roles (e.g., the security service
may be responsible for information security, cyber security, as well as human resources, transport and fire safety).
There is also interaction between the first and third lines through the delegation of decision-making to process
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owners. The basis of the internal audit and risk management cycle is to increase added value at an acceptable level
of risk. Therefore, when the impact of external risks increases, business owners should be informed in a timely

manner.
3 Audit

External and internal risk managementInternal control

.

J

2 Process owners

Security, Legal, Compliance, Accounting, IT

1 Senior management

Business owners, shareholders, supervisory board

A Building an organisational structure by roles rather than positions :
i Approval and direction of the ICS. The right to make major decisions on approving and |
. managing the company's strategy. i
i 2. Priovitise added value over processes or tasks. |
. Creation and implementation of the ICS. Experts who create and execute controls in a specific ,
. area of responsibility. |
\ 3. Avoidance of conflicts of interest in the structure and assignment of roles. .
. Testing and coordination of the ICS. Independent experts who evaluate other experts. ,
; i
1 ]
1 1
] 1
1 1
1 ]

Fig. 4. Model of ICS transformation by three lines of defence based on the implementation of the risk management mechanism

When designing the roles, appropriate tools and institutions, such as a local audit or investment committee,
steering or compliance committee, should be included to support the added value and contribute to the achievement
of management objectives.

The assessment of risk management effectiveness is subjective and is based on an analysis of the
availability and effectiveness of the risk management components defined in the COSO ERM model: control
environment, tasking, event identification, risk assessment, risk response, control procedures, use of information
systems and communication, and monitoring. These approaches are especially relevant for transport companies, as
they help to form an organisational and economic mechanism for risk management.

According to the FERMA risk management standards, the risk management process at transport companies
must be integrated into all levels of management.

When studying risks, as recommended by scientists, it is important to identify a group of risks that can be
insured. In the event of certain risk events, an investor has reason to hope for compensation for losses associated
with this risk. Risks that can be insured include: direct property losses related to transportation, equipment
operation, and supply of materials; indirect losses caused by dismantling and moving damaged property; risks
subject to compulsory insurance (against industrial accidents, diseases, property damage, and vehicle theft).

Developing on the basis of innovations and taking risks, an innovative enterprise, in order to reduce risk, is
forced to improve its production base, logistics system, optimise the structure of the distribution network and the
system of goods movement, adapting them to changes (expected or actual) in the market. In this aspect, each
successfully implemented innovation expands the adaptive market capabilities of the enterprise to changes in the
external environment [11].
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CONCLUSIONS

The main components of the risk management system are considered. It has been determined that risk
management is closely related to control functions. It is proposed to choose an adapted model of three lines of
protection to build an internal control system of a logistics and transport enterprise.

Accordingly, the first line of the model includes business owners, shareholders, participants and senior
management, who have the right to make key decisions on the approval and management of corporate strategy,
including risk management strategy. They approve and direct the internal control system.

The second line of defence includes process owners and experts who design and manage the internal
control system in their designated areas of responsibility. The third line of defence is responsible for testing and
coordinating the internal control system with the help of independent experts who evaluate the effectiveness of other
specialists. In this case, internal audit plays an additional role in coordinating risk management and establishing the
internal control system between the second and third lines.

Risks associated with innovation activities will cause certain changes in the operation of enterprises, in
particular logistics and transport enterprises, which involves improving the production base, logistics system,
optimising the structure of the distribution network and the goods movement system to adapt them to changes in the
market. Successfully implemented innovations at an enterprise can expand the market's adaptive capabilities to
changes in the enterprise's external environment.
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